Office of the Information and
Privacy Commissioner of Alberta

Investigation Report P2021-IR-03

Investigation into Alcanna Inc.’s use of Patronscan identification-scanning technology

October 6, 2021

Alcanna Inc. and Servall Data Systems Inc.

Investigations 014640 and 014642






Commissioner’s Message

Alcannalnc. (Alcanna) and Servall Data Systems Inc. (Servall) announced on January 20, 2020 the launch
of theirID-scanning pilot project at three Edmonton liquor stores that Alcanna operates. During the
news conference andin subsequent mediainterviews, representativesforthe organizations repeatedly
assured reporters thatthe technology had been “approved” by my office and the news release stated
that “PatronScan technology complies with the Canada, Albertaand BC legislativeand regulatory
requirements.”

Troubleis, my office first heard about the pilot project onthe day it was announced.

Servall relied ona2009 privacyimpactassessment (PIA) review of its technology as evidence thatits
technology was compliant with the Personal Information Protection Act (PIPA). In providing comments
to Servall onits 2009 PIA, the first page of the OIPC’s response said, “As you know, the OIPC cannot

s

endorse oreven approve Servall’s product as ‘privacy-compliant’.

Despite relyingon a decade-old review with adisclaimer that saysitis not meantas approval, Alcanna
and Servall insisted that my office had approved the technology used in the pilot project. When my
office confirmed with reporters that we were not aware of the project, the publicattention on potential
privacy concernsincreased.

In additionto the publicattention, | joined my federal and British Columbia colleaguesinissuingacease
and desist letterto Servall demanding thatitimmediately stop using our offices’ corporate logos and
registered trademarks.! The logos were displayed prominently on Servall’s website. We said, “Your use
of the logos creates a misleading and false impression that some or all of your activities are approved by
(the Commissioners’ offices) when they are not.”

These examples serve asaremindertoall businesses that priorinvolvement with my office does not
give a “seal of approval” for marketing purposes. Additionally, privacy laws are technology neutral. Use
of technology depends on context. How technology isimplemented, what features are engaged, among
several other considerations, substantively affect compliance.

Duringthisinvestigation, there were 16 findings and five recommendations made to the parties.

Notably, the Gaming, Liquorand Cannabis Act (GLCA) provides statutory authority for Alcanna(a
licensed premise underthe GLCA) to collect name, age and photographinorderto decide whetherto
grant entry to an individual, in partbased on an individual’s pastinvolvementin criminal activity.

Alcannaidentified two distinct purposes forthe collection and use of personal information through the
ID-scanning technology: To verify the age of a patron who appearsto be a minor, and to identify patrons
who have beeninvolvedina priorincident of theft, robbery orviolence.

The investigation found that Alcanna’s purpose of collecting and using proof of age in orderto verify the
age of a patron who appearsto be a minorisreasonable, asrequired by sections 11(1) and 16(1) of
PIPA. However, itis notreasonable for Alcannato collect and use personal information for this purpose
beyond that which would be viewable on the face of a driver’slicence. Itis also not reasonable for

1 Office of the Privacy Commissioner of Canada,
,January 23,2020.
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Alcannato retain anyinformation after adecision has been made to grant or deny entry toits premises.
To the extentthe system collects, uses and retains more than this information for this purpose (for
example, when the system collects and retains name, age, gender and partial postal code), Alcannaisin
contravention of sections 11(2) and 16(2) of PIPA.

Withrespectto identifying patrons who have beeninvolvedin a priorincident of theft, robbery or
violence, the investigation found that the feature meantto “flag” individuals with priorincidents of
theft, robbery orviolence was not functional inthe Alcanna’s stores. Nevertheless, Alcanna’s collection
and use of all the information encoded inadriver’s licence barcode, and retention and use of gender
and partial postal code, forthe purpose of identifying patrons who have beeninvolvedina prior
incident of theft, robbery orviolence, is beyond the extent reasonable to meetits purpose andisa
contravention of sections 11(2) and 16(2) of PIPA.

Anothernotable finding related to consent. Alcanna’s collection, use and disclosure of name and age
without consentforvarious purposes set outin the GLCA (sections 69.2 and 74) is authorized by PIPA
(sections 14,17 and 20). For example, the GLCA authorizes Alcannato collect, use and disclose personal
information to decide whether ornotto allow entry based on past conduct (section 69.2 of the GLCA).
Alcannadoes not, however, have statutory authority to collect, use or disclose personal information
beyond name and age forthese purposes. Alcannais also unable torely on consent as collection, use or
disclosure of personal information beyond name and age for these purposesis unreasonable. PIPA does
not allow forthe collection of personal information for unreasonable purposes even with consent.

The investigation also found that the personal information collection notice postedin Alcanna’s stores
does notcomply with section 13(1) of PIPAinthat it does notaccurately identify the personal
information thatis collected orthe purposesforthat collection. Italso does not provide the “name or
position name ortitle of a personwhois able to answeron behalf of the organization the individual’s
questions aboutthe collection”.

Otherfindingsrelated to safeguards and retention periods.
The following recommendations were made:

e Alcannacease collecting personal information beyond those information elements specified in the
GLCA.

e Alcannamodifythe notices postedinits storesto meetrequirements undersection 13(1) of PIPA.

e Alcannadevelopandimplement policies and procedures forthe Project systemiifitcontinues using
it,or beforeitimplementsitinadditional stores.

e Alcannareviseits contract with Servall to address the gaps highlighted in thisreport, including
accountability for personal information collected, used and disclosed as part of the Project, and to
clarify the roles of the parties.

e Alcannaconsiderhow longitneedstoretain personal informationitcollectsinthe Projectto
reasonably meetitslegal and business purposes, and adjustits retention period accordingly.

| appreciate Alcannaand Servall’s commitment to address each of the recommendations.

Jill Clayton
Information and Privacy Commissioner
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Introduction

(1]

(2]

(3]

[4]

(5]
(6]

[7]

Alcannalnc. (Alcanna) operatesretail liquorstoresin Alberta. OnJanuary 20, 2020, Alcannaheld
a news conference atone of its Edmonton stores to announce the launch of a pilot project (the
Project) aimed ataddressinganincrease in thefts, robberiesand violence inits stores.

According to materials published by Alcanna (see Appendix B), the Projectis a partnership
between Alcannaand the Edmonton Police Service (EPS) that requiresindividuals to scan the
barcode on the back of theirdriver’s licence as a condition of entering participating liquor
stores.

Alcannaannouncedit had contracted the services of Calgary-based information technology
company Servall Data Systems Inc., which operates as Patronscan, to provide the technical
solution supporting the Project.

At the time of the news conference, questions were raised by the mediaabout the handling of
the personal information of individuals who have theirdriver’s licences scanned. Subsequent
mediareports quoted Alcanna’s CEO as saying that “...the company that developed the scanning
system...has ‘been working with privacy offices in Alberta, Canada, across North America, to
make sure thisis all privacy compliant with both laws and norms of society.””.

1

On January 23, 2020, the Information and Privacy Commissioner (Commissioner) opened an
investigation undersection 36(1)(a) of PIPA to determine whether Alcanna’s use of Patronscan
technologyinitsliquorstoresin Albertacomplies with Alberta’s Personal Information Protection
Act of Alberta (PIPA).

The Commissioner authorized me to conduct the investigation. This report outlines my findings
and recommendations.

1 Rusell, Jennie, ,
CBC News, January22,2020.
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Jurisdiction

(8]

(9]

[10]

[11]

[12]

[13]

Alcannais headquarteredin Edmonton, Alberta, and operates retail liquor storesin Alberta.
Alcannaisincorporated underthe Canada Business Corporations Act and is an “organization” as
definedinsection 1(1)(i)(i) of PIPA.

Servall Data Systems Inc. (Servall) sells and operates its technology solutions in Albertaand
otherjurisdictions. Servall is headquartered in Calgary, Alberta, andis alsoincorporated under
the Canada Business Corporations Act. Servallis an “organization” as defined in section 1(1)(i)(i)
of PIPA.

Patronscanis the name of the identification scanning product developed by Servall. Patronscan
isalso the operating name forServall when selling the product. Throughout thisreport | referto
the organization as “Servall” and the technology system and its components as “Patronscan”.

Section 5 of PIPA says:

5(1) An organizationisresponsiblefor personal informationthatisinits custodyor under its control.

(2) For the purposes of this Act, where an organization engages the services of a person, whether as
anagent, by contractor otherwise, the organizationis, with respect to those services, responsible for
that person’s compliancewith this Act

(6) Nothinginsubsection (2)istobe construed so as to relieve any person from that person’s
responsibilities or obligations under this Act.

Alcannasaysit has a businessrelationship with Servallin which “...Servall isavendorand
Alcannaistheircustomer... Alcannaunderstands thatin accordance with subsection 5(2) of
PIPA that Alcannaisresponsible for Servall’s compliance with the PIPA.”

The information atissue in thisinvestigationisinformationthatis encodedinthe barcode onan
individual’s driver’s licence, and includes, among other things: name, age, genderand first three
characters of the postal code. This information is aboutidentifiable individuals and therefore
qualifies as “personal information” as defined in PIPA section 1(1)(k).



Issues

[14] | identified the followingissues and notified the Organization that these were the issues | would
investigateunder PIPA:

e [ssue 1: Does Alcanna collectand use personal information only for reasonable purposes,
and only to the extentreasonable for meeting those purposes, as required by sections 11,
16 and 19 of PIPA?

e Issue 2: DoesAlcannaobtain consent forthe collection, use and disclosure of personal
information, oristhe collection, use and disclosure otherwise authorized?

e Issue 3: Does Alcannanotifyindividuals aboutits collection of personal information, as
required by section 13 of PIPA?

e [ssue4: Has Alcannamade reasonable security arrangements to protect personal
information, asrequired by section 34 of PIPA?

e Issue5: DoesAlcannacomply with section 35 of PIPA forany personal information it retains
inrelation with the Project?

Methodology
[15] | took the following steps during the course of thisinvestigation:
e SentAlcannaquestions, reviewed theirresponses and contract with Servall

e SentServall questions, reviewed their responses, sample contract and confirmed the details
of how the Patronscan system operates

e Visited Servall’s place of business and interviewed employees
e Visited an Alcannastore and interviewed store employee and corporate employees
e Consulted with the Alberta Gaming, Liquorand Cannabis (AGLC)

e Sentadraftinvestigation reportto the parties forfact checkingreview, considered feedback
and finalized the reportaccordingly

10



Background

[16]

[17]

[18]

[19]

[20]

Alcannaoperates approximately 200 liquor storesin Alberta across several brands, and
employed about 1,500 people at the start of this investigation.

Alcannasaysthat, between 2017 and 2019, it saw a dramaticincrease inthe number of thefts
fromits stores (from 3,588 in 2017 to 11,696 in 2019). Similarly, the number of robberies (theft
withviolence orthreat of violence) increased from 18in 2017, to 35 in 2019. These numbersare
consistent with mediareports of liquor thefts?, based on EPS statistics.3

Alcannasaysthat it has tried several methods to reduce instances of liquor theft, including
modified physical store entrance layouts, dedicated personnel(loss prevention and investigation
employees), and cooperation with law enforcement.

The Projectis anotherattempt by Alcannato curb liquortheft by deterring thieves from
enteringstoresinthe first place. Alcannasaid the Project could additionally serveto confirm
that customers are of legal age at the time they seek to enterany of its stores.

At the start of thisinvestigation, the Project was running atthree Alcannastores locatedin
Edmonton’s northeast; originally, Alcanna suspended implementation at additional stores while
the investigation was underway.

The Patronscan System

[21]

[22]

[23]

[24]

Patronscanis the system Alcanna hasimplemented at three of its stores as part of the Project.
Servall describes Patronscan as “...an information system designed to collect, encrypt, store, and
retrieve information related to security and publicsafety matters”.

Whenindividuals seek to entera participating store, they are required to hold theirdriver’s
licence below ascannerlocatedinsideadouble-doorentrance, sothe scannercanreadthe
barcode on the back of the driver’s licence. If successful, the system unlocks the doorto allow
the individual to enterthe store. Store employees can also unlock the door by pressinga button
located at the till.

Posters on the wall nextto the scannerprovide instructions to individuals for operating the
scanner (see Appendix A).

The Project system consists of a barcode scanner connected toa small computer®thatrunsthe
Patronscan software. The computeris a processing unitonly and there are no connected
peripherals (such as monitor, mouse or keyboard) otherthan the barcode scanner. The
computerisin a secure locationinsidethe store andis connected tothe internetso that the
software can communicate with the Patronscan data centre and receive updates, and so that

2 Inthis report, “liquor theft” refers to all instances of theft of liquor, whether violent or not.

3 CBC News, , January
20, 2020.This story quotes the EPS as respondingto 9,600 liquor theft callsin 2019. Alcanna indicated thatlaw
enforcement response is not automatic when liquor theft is reported.

4 The computer system runs on a Raspberry Pi®;the computer enclosureis aboutthe sizeof a wallet.

11
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Servall employees can remotely access the computerto perform software maintenance tasks as
needed. Alcannaemployees do not have accessto the computer.

12



Analysis and Findings

Issue 1: Does Alcanna collect and use personal information only for reasonable
purposes, and only to the extent reasonable for meeting those purposes, as
required by sections 11, 16 and 19 of PIPA?

[25] Section 11 of PIPA says:

11(1) An organization may collect personal information only for purposes thatare reasonable.

(2) Where anorganization collects personalinformation,itmaydo so only to the extent that is
reasonablefor meeting the purposes for which the informationis collected.

[26] Sections 16 and 19 of PIPAread the same with respect to the use and disclosure of personal
information.

[27]  Section 2 of PIPAsays:

2 Where inthis Act anything or any matter

(a) isdescribed,characterized or referred to as reasonableor unreasonable, or
(b) isrequiredor directed to be carried out or otherwise dealtwith reasonablyorinareasonable
manner,

the standardto be applied under this Act in determining whether the thing or matter is reasonableor
unreasonable, or has been carried out or otherwise dealtwith reasonablyorinareasonablemanner,
is what areasonableperson would consider appropriatein the circumstances.

[28] Alcannasaysthat it collects the following personal information about individuals when adriver’s
licenceisscanned at a store entrance:

® name,
e age®,
e gender,and
firstthree characters of postal code®.

[29] Alcannareferstothisinformation as the “Patron Entry Record” and says it collects and uses this
information forthe following purposes:

Identifying patrons who are involvedina criminal activity thatneeds to be investigated.

5> Duringthe investigation, Alcanna indicated thatthe computer system was initially setup to collectdate of birth
inthe firstfew days of the Project, instead of age. It switched to age shortly after this investigation began. For the
purpose of this investigation, | haveconsidered the information elements the computer system is currently set up
to collect.

6 InJune 2021, Alcanna indicated that “Servall made the decisionin February 2021 to collect only the name and
age from anID”. However, this report considers the organization’s practices atthe time the investigation was
underway.
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[30]

[31]

Identifying patrons who have been involvedin a priorincidentof theft, robbery or violence (“Public
Safety Incident”).

Alcannaalsosays it collects age forthe purpose of “Identifyingan underage patron”.

| considered each of Alcanna’s stated purposes for collecting, using or disclosing personal
information.

To Identify Individuals Who Are Involved in a Criminal Activity That Needs to be Investigated

(32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

Alcannasays that one of its purposesforcollecting personalinformation before allowing
individuals to enter certain liquorstoresis to “[identify] patrons who are involved ina criminal
activity thatneedsto be investigated”. Alcannaalso said “...once arobberyisreported, apolice
officertakesthe report and investigates using whateverinformation from the crime may be
available. The Projectis an attemptto give more information to identify offenders and then
preventtheirentryinto stores”.

Giventhis, lunderstand Alcannato be sayingthat it collects personal information b efore
allowinganindividual to enterastore, so that the information can be used and disclosed to
police inorderto identifyanindividual afterthe fact if the individualisinvolvedinanincidentor
criminal activity whilein the store.

In supportofits legal authority to collect personal information, Alcanna says:

Section 69.2 of the Gaming, Liquor and Cannabis Act of Alberta (“GLCA”), does allow for the collection
of a person’s name, age and photograph before allowinga personto enter alicensed premises.

Withrespectto genderand partial postal code specifically, Alcanna says:

The collection of these two extra fields (gender and firstthree letters of postal code) allowfor more
accurateidentification of the individualin caseanincidenthappens atthe Project’s stores. Collecting
only name and age makes the system ineffective ifan incidentwere to happen and caused by a
person with a common name. For example, properlyidentifyinga 22-year-old John Smith is
practicallyimpossiblewhen there are so many people with the name John Smith. Therefore,
collection of these extra fields is reasonably required by Alcanna for a reasonable purpose.

Alcannaalso says:

Gender is necessary to collectas ithelps Servall assisting law enforcement in differentiating
individuals between gender neutral names.

| considered Alcanna’s reference tothe Gaming Liquorand Cannabis Act (GLCA). The GLCAis a
statute of Albertathat governs the sale of age-restricted products such as liquor. The GLCA
appliesto “licensees” in respect of “licensed premises” (defined in subsection 1(p) of the GLCA).

AGLCisresponsible to establishand enforce the rulesand regulationsin Albertaforliquorsale,
distribution and consumption, and oversees the GLCA. | confirmed with AGLCthat Alcannaisa
“licensee” and its stores are “licensed premises” to which the GLCA applies.

| findthatAlcannais a “licensee” subject to the requirements of the GLCA, and its store s are
“licensed premises” as that termis defined underthe GLCA.

14



[40]

[41]

[42]

[43]

[44]

(45]

[46]

Giventhis, section 69.2 of the GLCA applies. This section says:

69.2(1) Alicensee may, before allowing a person to enter licensed premises, collectthe person’s
name, age and photograph.

(2) Ifalicenseehas personal knowledge or reasonably believes thata personreferred to in
subsection (1) has,at any time within the preceding year, engaged inanactivity referred to insection
69(1) or (2), the licensee may, in good faith, disclosethe person’s name, age and photograph to other
licensees for the purpose of allowing them to determine whether they wishto allowthe person to
enter licensed premises.

(3) Alicensee must, as soon as possible after a requestis made by a police officer, disclose tothe
police officer any information collected under subsection (1). [emphasis added]

Section 69.2 of the GLCA authorizesa licensee(Alcanna) to collect specific personal information
(name, age, photograph) beforeallowinga personto entera licensed premise (liquor store).

The GLCA does notspecifically state the purpose for which the information may be collected by
the licensee, beyond saying “before allowinga person to enter”; however, as the information
must be disclosed to apolice officer upon request (section 69.2(3)), itis reasonable to assume at
least part of the purpose for which the licenseeis authorized to collect the informationis to be
able to assistlaw enforcement toidentify anindividual whoisinvolvedinanincident orcriminal
activity inthe store.

Giventhis, I findthat itis reasonable for Alcannato collect some personal information from
individuals before allowingthemto enterastore in orderto “[Identify] patrons who are
involvedinacriminal activity that needs to be investigated” and reasonable for Alcannato
disclose the information to police onrequest’.

I note, however, that the GLCA specifically authorizes alicensee to collect and disclose name,
age and photograph, whereas Alcannasays it collects and discloses name, age, gender, and
partial postal code.

As noted previously, with respect to gender and partial postal code, Alcanna says “The collection
of these two extrafields (genderandfirst three letters of postal code) allow for more accurate
identification of the individual in case anincident happens atthe Project’s stores”, and “Gender
isnecessarytocollectas it helps Servall assisting law enforcement in differentiating individuals
between gender neutral names”.

| spoke to Servall aboutthe collection of thisinformation, and the operation of the Patronscan
system generally. Servall described how its software —running on the computersto which the
barcode scanners are connected —operatesto collectand process the information of
individuals. Insummary, the processis as follows:

7 Duringthe investigation, Alcanna disputed thatit is necessarythata purposebe reasonablesolongas there is
consent, or legal authority to collect personal information without consent. However, this interpretation is
incorrect. PIPA says thata collection, useor disclosure of personal information can be “only for purposes that are
reasonable”, with or without an individual’s consent. See atparagraph4l.
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[47]

[48]

Step 1:

Step 2:

Step 3:

Retrieval of data stored on driver’s licence

Whenthe scannerdetectsa driver’slicence barcode, it retrieves the dataon that
barcode

Driver’slicence datais parsed and data elements are extracted (first name, last name,
date of birth, gender, postal code)

These data elements are passed onto the next process, while the remainder of data
obtained from driver’s licence barcode is discarded

Software processes data elements

Data elements are processed:

- Date of birthis usedto calculate an individual’s age (based on the date of the day
the driver’slicenceisscanned), and

- Postal code istruncatedto the firstthree characters

Metadata (such as store identifiers and date / time of scan) are attached to the

information

Computer uses information and discards local copy

Ifindividual is of legal age, softwaretriggers entrance doorto unlock; if the individual
isa minor, the entrance doordoes notunlock and flashes ared light

The Patron Entry Record plus metadatais sentto the Patronscan data centre overthe
internet

The copy of the information held inthe computer’s memoryis deleted on successful
transmissionto the Patronscan data centre

Servall explained to me thatin fact all of the personal information thatappears onthe frontof a
driver'slicence is encoded into the barcode on the back of the same driver’slicence, with the
exception of the individual’s photograph?®. Asaresult, when the Patronscan systemscans a
barcode on a driver’slicence, the Patronscan software examines all the data contained in the
barcode including: vehicle class, licencerestrictions, licence endorsements, licence expiration
date, name, licence issue date, date of birth, gender, eye color, height, address, city, province,
postal code, licence identifier, licence number, country, weight, as well as additional technical
data specifiedinthe AAMVA DL/ID Card Design Standard?.

Although the Project system does not retain all of the information contained inthe driver’s
licence barcode, itdoes initially decode it!° and process it (to extract the name, date of birth,
genderand postal code; thento calculate the age from date of birth and truncate the postal
code). Assuch, the Project system collects all of the personal information containedin the

8 Servall pointed out the factthat “Whilemost jurisdictions conformto American Association of Motor Vehicle
Administrators (AAMVA) standards, notall do.” | confirmed the barcodes on Alberta driver’s licences are used to
encode the personal information shown onthe front of the driver’s licence, except for anindividual’ssignature

and photograph.
9 AAMVA DL/ID Card Design Standard availableat

10 The barcode present on the back of driver’s licences is a PDF417 barcodethat encodes information based on ISO
standard 15438. This barcodeachieves reliability through embedded error correction. This means that, for a
scanningsystemto decode the information the barcodecontains, that system has to scanthe entire barcode.
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[49]

[50]

[51]

[52]

(53]

driver’'slicence barcode, even if most of the personal information collectedis only retained fora
limited period while itis processed!?.

| note that the GLCA (formerly the Gaming and Liquor Act) was amended on November 1, 2009
to include section 69.2 authorizinglicensees to collect name, age and photograph. Inamending
the Gaming and Liquor Act to allow forthe collection of these personal information elements,
the Legislature specifically considered whatinformation licensees required in orderto decide
whethertoallow a person entry, and fordisclosure to police. The Legislature determined that
the personal information elements included name, age and photograph, and notgenderand
partial postal code, and not every dataelement contained in the driver’s licence barcode.

The AGLC also publishes a “Retail Liquor Store Handbook” (the Handbook) for liquorlicensees,
including Alcanna. The Handbook includes AGLC policies and guidelines. Section 4.12 of the
Handbook speaks to the “Collection of Personal Information”, and identifies policies approved in
20122, In particular, policy 4.12.1 says that:

Pursuantto Section 69.2(1) of the GLCA, a licenseemay, butis not required to, collecta patron’s
name, age and photograph. No other information may be collected. [emphasis added]

| further note that in 2009, the Office of the Information and Privacy Commissioner(OIPC) and
the AGLC published Guidelines for Licensed Premises: Collecting, Using and Disclosing Personal
Information of Patrons'® (the Guidelines). These Guidelines say:

The Gaming and Liquor Act allows licensed premises to collectlimited personal information from
patrons. Should a licensee use scanning technology to collect a patron’s name, age and photograph,
the technology must be programmed to only collect this limited, specific information. Otherwise, it
is against the law to scan or photocopy the entire face of a patron’s driver’s licence or other
identification as a condition of allowing them to enter the licensed premises...[emphasis added]

The Legislature specifically considered whatinformation needs to be disclosed to police in order
to identify individualsinvolved in anincident/criminal activity on licensed premises, and this
informationislimited to name, age and photograph. The AGLC’s policies prohibit licensees from
collecting any more information than name, age and photograph pursuant to section 69.2(1) of
the GLCA.

As aresult,inmyview, | find Alcanna’s initial collection and use of all the personal information
elementsencodedinadriver’slicence, and retention, use and disclosure of gender and partial
postal code thereafter, is beyond the extent reasonableto meetits purpose of identifying

individualsinvolved in criminalactivity and contravenes sections 11(2), 16(2) and 19(2) of PIPA.

11 This view is consistent with findings in previous OIPCinvestigations and orders;a collection occurs when
personal informationis captured regardless of subsequent uses, accesses, disclosures or retention. See

or

12 AGLC updates the Handbook from time to time. In December 2020 section 4.12 was updated to remove a
subsection, however that change does not impactthe conclusions of this investigation report.
13 Office of the Information and Privacy Commissioner of Alberta and Alberta Gaming and Liquor Commission,

,2009.
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Alcanna and Patronscan’s Responses

[54]

[55]

[56]

[57]

(58]

[59]

[60]

On May 11, 2021, | provided Alcanna and Servall with a draft of this investigation report for fact
checking. Alcannaand Servall disagreed with my finding above that “the Project system collects
all of the personal information contained inthe driver’s licence barcode”.

Alcannastated:

Alcanna strongly disputes thatwhen a barcodeis scanned all of thatinformation on the barcodeis
collected and/or used. Scanningis notcollecting. The OIPC did communicate with Servall on this
point, however, based on Alcanna’s conversation with Servall, Alcanna believes thatthe process
details were misinterpreted by the OIPCand refers the OIPC to [Servall]’s responsein this matter; a
copy of whichis enclosed for reference. When Patronscanscansthebarcodeit‘reads’ the
information but not all of the informationis stored and/or used.

Servall stated:

Patronscan does not “retrieve all” data containedinthe barcode. It uses search routines in the
barcodeand retrieves only the authorized subsets of data. This is analogous to a human examiningan
ID andretrieving only the authorized subsets of data.

As previously stated, Patronscan “examines” the bar codes and retrieves only authorized subsets of
data, itclearly does not “use” all of the data found on the barcode.

Our technology uses bar code scanners, magnetic strip scanners and MRZ (machine readablezones
found in passports) scanners, all of which includeembedded error correction, meaning that the bar
code, magnetic strip or MRZ must be examined inits entirety to ensure accuracy.

In addition, initsresponse Servall cited past cases before the OIPCand said:

This is the same technology that has been investigated multipletimes by OIPC of Alberta inthe past
... Iltisimportantto underscorethat the software that Patronscan uses innightclubs isthesame used
inliquor stores. Therefore, itis not logical for the sameinvestigativeagency to analyzethe same
technology more than once, onlyto find itcompliantin one venue and not the other.

| consideredthe concerns brought forward by Alcannaand Servall. However, | maintain my
positionand my findings.

First, | note that in previous proceedings before our office, Servall represented, and our office
accepted, thatits system was only collecting personal information as authorized underthe
GLCA. Inthe presentinvestigation, upon close examination of the mechanism through which
personal information encoded inthe barcode isdecoded, | came to a different conclusion
regarding the scope of the collection of personalinformation based onthe i nformation provided
by Alcannaand Servall.

Then, while both organizations objected to the notion that the Patronscan system collects all
personal information elements encoded in the barcode, Servall confirmed that the Patronscan
system has to decode the personal information embeddedin the barcode asa whole, in order
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to thenrun predetermined search routines and retrieve certaininformation elements thatare
thenretained.

[61] The OIPC’s above referenced publication Guidelines for Licensed Premises: Collecting, Using and
Disclosing Personal Information of Patrons states that, “Licensees should remember, however,
that ‘collection’ could include merely examining a patron’sidentification (e.g. adriver’s
licence).”

[62] As such, when the software “examines” the information embedded in the barcode, thereisa
collection of personal information, including forany personal information that only exists within
the Patronscan software whileitis being processed. That processing, which consistsin the
Patronscan system running search routines, amounts to a use of personal information.

Findings

Alcannaisa “licensee” andits retail stores are “licensed premises” as defined in the Gaming,
Liquor and Cannabis Act (GLCA).

Section 69.2 of the GLCA authorizes licensees to collect name and age before allowing
individuals to enterastore and to use and disclose thisinformationin orderto “[Identify]
patrons who are involved in acriminal activity that needs to be investigated”. Thisisa
reasonable purpose in compliance with sections 11(1), 16(1) and 19(1) of PIPA.

Alcanna’sinitial collection and use of all the personal information elements encodedina
driver'slicence, andits retention, use and disclosure of gender and partial postal code
thereafter, is beyond the extent reasonable to meetits purpose of identifying individuals
involvedin criminalactivity and contravenes sections 11(2), 16(2) and 19(2) of PIPA.

Recommendation

e |recommendthatAlcanna cease collecting personal information beyond those information
elements specified inthe GLCA.

To Identify Individuals Involved in Current or Past Crime

[63] Alcannasaysthat anotherof its purposesforcollecting personal information before allowing
individualsto entercertainliquorstoresis to “Identify patrons who have beeninvolvedina
priorincident of theft, robbery orviolence”.

[64]  Alcanna’swritten submission forthisinvestigation said the system could serveto flagindividuals
inrelationtoan incident, which would cause theseindividuals to be denied future entryintoany
of the stores equipped with the Patronscan system?*,

[65]  Specifically, Alcannasaid “The only information that an Alcannastore employee sees, isa
coloured lightthatindicates someone is attempting to enterthe store may be underage or

14 This feature exists in other systems Servall offers for its clients operating bars and nightclubs.
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flagged for a Public Safety Incident”?* [emphasis added]. Alcanna also said “Unless a patron is
flagged, personal information collected by Patronscanis deleted after 90 days”.

[66] These statements suggest that Alcanna uses the Patronscan systemto “flag” individuals who
have been “involvedin apriorincident of theft, robbery orviolence” so thatit can decide to
prohibitthem from enteringits retail liquorstores.

[67] As previously noted, section 69.2(1) of the GLCA applies. This section says:

69.2(1) Alicenseemay, before allowing a person to enter licensed premises, collectthe person’s
name, age and photograph.

(2) Ifalicenseehas personal knowledge or reasonably believes thata personreferred to in
subsection (1) has,at anytime withinthe preceding year, engaged in an activity referredto in
section 69(1) or (2), the licenseemay, in good faith, disclosethe person’s name, age and photograph
to other licensees for the purpose of allowingthem to determine whether they wishto allowthe
person to enter licensed premises. [emphasis added]

[68] Sections 69(1) and (2) (referredtoinsection 69.2(2) above) are about “conduct onlicensed
premises”, and read asfollows:

69(1) No liquor licensee or employee or agent of aliquor licensee may permit anyactivityinthe
licensed premises that

(a) iscontrarytoany municipal bylaworanyAct or regulation of Alberta or Canada,
(b) isdetrimental to the orderly operation of the premises,

(c) may be injuriousto the health or safety of people inthe premises, or

(d) is prohibited under the licenceor by the regulations.

(2) No personmay do anythinginlicensed premises that

(a) isdetrimental to the orderly operation of the premises,
(b) may be injuriousto the health or safety of people in the premises, or
(c) is prohibited underthe licenceor by the regulations.

[69] In summary, section 69.2(1) of the GLCA authorizesalicensee (Alcanna) to collect name, age,
and photographinorderto decide whetherto allow a person to entera licensed premise (liquor
store).

[70]  Again, the GLCA does not specifically state the purpose for which the information may be
collected by the licensee, beyond saying “before allowing a personto enter”; however, section
69.2(2) authorizesalicenseewho believes anindividual has beeninvolvedin past conductor
prohibited activities to disclose the information to anotherlicensee, so that the otherlicensee
can decide whethertoallow the individual to enter. Given this, in my view, these two provisions
togetherindicate alicensee isauthorized by the GLCA to collect name, age and photograph and
information about past conduct, in orderto decide whetherto allow apersontoenter
premises.

15 As noted previously, Alcanna defines Public Safety Incidentto mean “a priorincidentof theft, robbery or
violence”.
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[71]

[72]

[73]

[74]

[75]

[76]

In considering Alcanna’s submission, | visited one of its stores and spoke to the employees there
as well as corporate employees of Alcanna. | was advised that although the Patronscan system
was implemented, the feature that would allow Alcannato deny entry toindividuals flagged in
the system for past conduct was not implemented, although it might be inthe future.

Giventhis, itdoes notappear that Alcannais collecting and using personal information in order
to decide whetherornot to allow a personto enter based on past conduct.

Alcannasays it is collectinginformation via Patronscan to “Identify patrons who have been
involvedinapriorincident of theft, robbery orviolence”; however, Alcannaand its employees
confirmedthatthe feature of the system that would allow Alcannatoidentify these patronsis
not functional inits stores. Asaresult, itis not clear to me how scanningdriver’slicences at
store entrances would allow Alcannato identify patrons who have been involved in past
criminal activity.

| acknowledge that the GLCA provides statutory authority foralicensed premise to collect
name, age and photographinorderto decide whetherto grantentryto an individual, in part
based on an individual’s past conduct; however, thisdoes notappearto be Alcanna’s purpose
for collecting thisinformation, given the way the Patronscan system has beenimplementedin
itsstores.

Further, I note that the GLCA specifically authorizes alicensed premise to collect name, age and
photographinorderto decide whethertoallow entry based on past conduct; Alcannasays that
it collects name, age, gender, and first three letters of postal code for this purpose. As
previously described, the Patronscan systemin fact collects all of the informationencodedina
driver’slicence barcode, although it only retains certain dataelements. In my view, if the
Legislature had intended licensed premises to collect more information than name, age and
photograph forthe purpose of identifying patrons who have beeninvolvedin past activity that
contravenedthe GLCA, it would have specified this when amending the Gaming and Liquor Act.
It did not.

| reiterate my previous finding that, in fact, Alcannais collecting significantly more personal
information than even name, age and photograph viathe Patronscan system (i.e. the initial scan
collects all of the information encoded on the driver’s licence).

Findings

The GLCA provides statutory authority foralicensed premiseto collect name, age and
photographinorderto decide whetherto grantentryto an individual, in part based onan
individual’s pastinvolvementin criminal activity. Thisis areasonable purpose in compliance

with sections 11(1) and 16(1) of PIPA. However, it does not appear that Alcannaiis collecting and
using personal information for this purpose, given the way the Patronscan system is configured
in Alcanna’s stores.

Further, Alcanna’s collection and use of all the information encodedin adriver’s licence
barcode, and retention and use of genderand partial postal code, forthe purpose of identifying
patrons who have beeninvolvedinapriorincident of theft, robbery orviolence, is beyond the
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extentreasonableto meetits purpose andis a contravention of sections 11(2) and 16(2) of

PIPA.

To Identify Underage Patrons

[77]  Thethird purpose forwhich Alcannasays it collects and uses personal information via the
Patronscan systemisto “Identify underage patrons (collection and use of age only)”.

[78] Withrespectto minorsonlicensed premises and supplyingliquorto a minor, the GLCA says:

74(1) If a person who appears to be a minor requests to purchaseor be given liquor froma liquor
licensee, the licenseeor other personto whom the request is made must, before grantingthe
request, demand that the person who appears to be a minor provide proof of age.

(2) No minor may enter or be inanylicensed premises if the licence prohibits minors fromentering
into or being in the licensed premises.

(3) No liquor licensee may permit a minor to enter or be inany licensed premises if the licence
prohibits minors from entering into or being inthe licensed premises.

(4) Ifa personwho appears to be a minor enters licensed premises that a minoris not entitled to
enter or be in, the liquor licensee must demand that the person who appears to be a minor produce
proof of age.

(5) Ifa person makes a request for identification under subsection (1) or (4) and the person who
appears to be a minor fails to produce identification thatis satisfactory to the person making the
request, the liquor licensee must

(a) not serve liquor to that person, and
(b) refuse the person entry or askthe person to leave if the licence prohibits a minor from
entering and being inthose licensed premises.

75 No person may give or sell or permit any person to give or sell liquor toa minorinlicensed
premises.

[79] Section 74(3) of the GLCA prohibits alicensee from permittinga minorto enteror bein any
licensed premises (including aliquorstore) if the licence prohibits minors. Licensees must
“demand that the person who appearsto be a minorproduce proof of age” (section 74(4)).1fa
person who appears to be a minorfails to produce satisfactory identification, alicensee must
refuse the person entry (section 74(5)(b)).

[80] | find Alcanna’s purpose of collecting and using proof of age in order to verify the age of a patron
who appearsto be a minorisreasonable, asrequired by sections 11(1) and 16(1) of PIPA.

[81] | note alsothat Alcanna’s purpose in this case is not dependent on section 69.2 of the GLCA
which limits the personal information alicensee can collectto name, age and photograph;

instead, the section of the GLCA that applies requires thatan individual “produce proof of age”.

[82] Giventhis,inmyviewitisreasonable for Alcannato require anindividual to produce “proof of
age”, such as adriver’'slicence, anditisreasonable for Alcannato view identification for the
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purpose of verifying age. | acknowledge that viewing “proof of age” such as a driver’slicence
represents ashort-term collection of all the personal information thatappears on the face of
thelicence.

[83] Despite this, itis myview thatit is not reasonable for Alcannato use the Patronscan systemto
collectand use personal information beyond that which would be viewable on the face of a
driver'slicence, nortoretain any information afteradecision hasbeen made to grantor deny
entry to its premises. To the extent the Patronscan system collects, uses and retains more than
thisinformation forthis purpose (for example, when the system collects and retains name, age,
gender, and partial postal code), Alcannais in contravention of sections 11(2) and 16(2) of PIPA.

Findings

Alcanna’s purpose of collecting and using proof of age in order to verify the age of a patron who
appearsto be a minorisreasonable, asrequired by sections 11(1) and 16(1) of PIPA.
It is not reasonable for Alcannato collect and use personal information for this purpose beyond

that which would be viewable on the face of a driver’s licence, norto retain any information
aftera decision has been made to grant or deny entry to its premises. To the extent the
Patronscan system collects, uses and retains more than this information for this purpose (for
example, when the system collects and retains name, age, gender, and partial postal code),
Alcannaisin contravention of sections 11(2) and 16(2) of PIPA.
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Issue 2: Does Alcanna obtain consent for the collection, use and disclosure of
personal information, or is the collection, use and disclosure otherwise
authorized?

[84]

(85]

[86]

(87]

[88]

PIPA generally requires that organizations obtain consent forthe collection, use and disclosure
of personal information. Section 7(1) says:

7(1) Except where this Act provides otherwise, an organization shall not, with respect to personal
informationaboutan individual,

(a) collectthatinformation unless the individual consents to the collection of that i nformation...
(c) usethatinformationunless theindividual consents tothe use of that information, or

(d) disclosethatinformation unless the individual consents to the disclosure of that
information.

The various forms of consentare setout in section 8 of PIPA and include:
e oral or written consent, commonly referred to as ‘express consent’ (section 8(1))

e deemedconsent, whereitisreasonablethatanindividualwould voluntarily provide the
information for a particular purpose (section §(2)); and

e ‘opt-out’ consent, wherethe organization must provide easy-to-understand notice to the
individual of the particular purposes of the collection, use or disclosure, the individualhas a
reasonable opportunity to declineor object, and opt-out consentisappropriate forthe level
of sensitivity of the personalinformationinvolved (section 8(3)).

Notwithstanding section 7(1), sections 14, 17 and 20 of PIPA set out circumstancesinwhich an
organization may collect, use and disclose personal information without consent, including
where “authorized orrequired by ... a statute of Alberta or of Canada” [sections 14(b)(i), 17(b)(i)
and 20(b)(i)].

Section 20(f) also authorizes disclosure of personal information “toa publicbody or a law
enforcementagencyin Canadatoassistinan investigation (i) undertaken withaviewtoa law
enforcement proceeding, or from which a law enforcement proceedingis likely to result”.

With respectto its authority to collect personal information, Alcannasays:
e Subsection 14(b) of PIPA allows for the collection [sic] personal information without consent, if
the collectionis pursuantto a statute, regulation, bylawor legislativeinstrumentof a
professional regulatory organization.
e Section 69.2 of the Gaming, Liquor and Cannabis Act of Alberta (“GLCA”), does allow for the
collection of a person’s name, age and photograph before allowinga personto enter a licensed

premises.

e The definition of “licensed premises” in subsection 1(p) of the GLCA includes retail liquorstores.

24



[89]

[90]

[91]

[92]

[93]

Alcannaalsosays:

Subsection 8(3) of PIPA allows for collecting reasonable personal information with consent if the
organization: (i) provides anindividual with notice that the organizationintends to collectthe
personal information aboutthe individual for those purposes; and (ii) gives the individual a
reasonableopportunity to declineor object to havinghis or her personal information collected
for those purposes.

For the Project, additionalinformation collected is thegender andfirstthree letters of the postal
code. This informationis only collected ifitexists on the ID. Consent is given by patrons for the
collection of their personal information by providing them with proper notice of the information
being collected and its purpose.Similar to the use of video surveillance, proper noticeincludes
signagethatis prominently displayed before the individual scans their own ID. This signage
clearlyinforms patrons aboutthe purposes for the collection, of their personal information. Since
these scanners areself-scanning, meaningthat the patron must scantheir own ID, the patron has
areasonableopportunity to decline havinghis or her personal information collected for the
purposes identified in the signageby choosingto not scantheir ID. Signageis placed beside the
scanner with instructions on howto scanyour own ID...

Alcannamakes a similarargument forthe use and disclosure of personal information, saying:

Subsection 8(3) of PIPA allows for the reasonable use of personal information if the organization:
(i) provides anindividual with noticethat the organization intends to use the personal
information aboutthe individual for those purposes; and (ii) gives the individual a reasonable
opportunity to declineor object to havinghis or her personal i nformation used for those
purposes.Alcanna notifies patrons aboutthe use of their informationin the notice by explaining
to them inthe noticethat IDinformationis used to decrease violent crimein liquor stores as well
as to create a safeenvironment for Alcanna’s staffand clients. A patron has a reasonable
opportunity to decline having his personal information used for the purposes identifiedin the
signage by choosingto not scantheir ID. Disclosure of personal information to law enforcement
or other public bodies to assistininvestigationsin compliance of legal requirements is
reasonableandAlcannaisincompliancewith Paragraph 8(3)(c) [sic] and Section 11 of PIPA.

And also:

Alcanna, through Servall, only discloses the personal informationit collects through the Project to law
enforcement and public bodies inaccordancewith paragraphs 20(f)(i) and (ii) of PIPA. These
provisionsallowan organization to disclose personal informationif (i) the disclosure or the
informationis toa public body or a lawenforcement agency in Canada to assistinaninvestigation,
and (ii) undertaken with a view to a lawenforcement proceeding, or from which a law enforcement
proceeding is likely toresult.

In summary, Alcannasaysitrelies onsections 14(b)(i), 17(b)(i) and 20(b)(i) forits authority to
collectuse and disclose name and age without consent (pursuantto section 69.2 of the GLCA),
and it obtains ‘opt-out’ consent (section 8(3) of PIPA) forauthority to collect, use and disclose
genderand partial postal code. Alcannaalso saysthatit relies on section 20(f) of PIPA for
authority to disclose personal information to a publicbody or law enforcement agency without
consent, where the publicbody orlaw enforcement agency is conducting aninvestigation that
couldleadto, or islikely toresultin, alaw enforcement proceeding.

As previously discussed, the GLCA is a statute of Albertathatappliestolicensees,suchas
Alcanna, inrespect of “licensed premises”. Section 69.2(1) of the GLCA authorizesalicensee to

25



[94]

[95]

[96]

[97]

(98]

[99]

collectname, age and photographinorder to decide whetherornotto allow a personto enter
licensed premises. | previously said thatin my view, this authorizes alicenseeto collect, use and
disclose name, age and photograph in orderto identify a person who may be involvedina
criminal activity that needs to be investigated, and to decide whether or notto allow entry
based on past conduct.

Section 69.2(2) also authorizesalicensee to disclose name, age and photograph to other
licensed premises sothatthey can decide whetherto allow a person entry based on past
conduct, and section 69.2(3) requires a licensee to disclose this same information to a police
officeronrequest.

Section 74 of the GLCA also requires a licensee, such as Alcanna, to demand proof of age from
any person who appears to be a minor, before grantingthem entry tolicensed premises (such as
aliquorstore).

Giventhe above, | accept that Alcanna has statutory authority pursuant to sections 69.2 and 74
of the GLCA to collect, use and disclose name and age as described above, and the collection,
use and disclosure of this information without consentis thereforeauthorized by sections
14(b)(i), 17(b)(i) and 20(b)(i) of PIPA.

| am also satisfied that section 20(f) of PIPA authorizes Alcannato disclose personalinformation
to law enforcementin ordertoassistin an investigation related to liquor theft.

Despite the above findings, | do notaccept Alcanna’s submission thatit has obtained opt-out
consentas contemplated by section 8(3) of PIPA forthe personal informationit collects over
and above name and age - that is, forthe collection and use of all information encoded in the
driver’slicence barcode, and the retention, use and disclosure of gender and partial postal code
thereafter.

| have already saiditis notreasonable for Alcannato collect, use and disclose this information
for its stated purposes; given this, the collection, use and disclosure cannot be authorized by
consentundersection 8(3) of PIPA. Further, section 20(f) of PIPA cannot authorize Alcannato
disclose personal information to law enforcement where Alcannais not authorized to collect
and use that informationinthe firstinstance.

Findings

Section 69.2 of the GLCA authorizes licensed premises, including Alcanna, to collect, use and
disclose name and age in order to identify a person who may be involved in acriminal activity
that needs to be investigated, and to decide whetheror notto allow entry based on past

conduct. This section also authorizes alicensee to disclose name and age to other licensed
premises sothattheycan decide whethertoallow a person entry based on past conduct, and
requires alicensee to disclose this same information to a police officer on request.

Section 74 of the GLCA requiresalicensee, such as Alcanna, to demand proof of age from any
person who appears to be a minor, before grantingthem entry to licensed premises (such as a
liguorstore).
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Given that Alcanna has statutory authority pursuant to sections 69.2 and 74 of the GLCA to
collect, use and disclose name and age as described above, the collection, use and disclosure of
thisinformation without consentis authorized by sections 14(b)(i), 17(b)(i) and 20(b)(i) of PIPA.
Section 20(f) of PIPA also authorizes Alcanna to disclose personalinformation to law
enforcement without consent, in orderto assistin an investigation related to liquor theft.
Alcannadoes not, however, have statutory authority to collect, use or disclose personal

information beyond name and age forthese purposes, and cannot rely on consent to authorize
the collection, use and disclosure of personal information for unreasonable purposes orto an
extentthatis not reasonable for meetingits purposes.

Further, section 20(f) of PIPA cannot authorize Alcannato disclose personal information to law
enforcement where Alcannais not authorized to collect and use thatinformation in the first
instance.
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Issue 3: Does Alcanna notify individuals about its collection of personal
information, as required by section 13 of PIPA?

[100] Section 13(1) of PIPA says:

13(1) Before or at the time of collecting personal information aboutan individual fromthe individual,
anorganization mustnotify that individual in writing or orally

(a)as to the purposes for which the informationis collected, and
(b) of the name or position nameor title of a person who is abletoanswer on behalf of the
organization the individual’s questions aboutthe collection.

[101] Withrespectto notifyingindividuals of its purpose(s) for collecting personal information,
Alcannasaysit...

..displaysa privacy noticesign/sticker whichis placed near the ID scanner sothat patrons may see it

prior to scanningtheir own ID. The privacy noticeincludes a link to the full privacy policy thatcan be

found on Patronscan’s website. Additionally, a link to the complete privacy policyisplaced onthe top
menu of the Patronscan website. ...

For the firstweek of Project implementation, Alcanna also employed a security guard that was
trained to monitor scanner useand direct people to resources for any privacy related inquiries. This
security guard alsoinstructed patrons on how to scantheir own IDs and ensured that the patrons
read the privacy noticepriortoscanningtheir IDs.

[102] Ivisited one of Alcanna’s stores and observed and photographed the privacy noticesin place.

[103] A poster(Appendix B) was displayed prominently nearthe entrance of the store, such thatit
could be viewed by individuals before or at the time their personal informationis collected. The
posterreads:

We ValueYour Safety
For your safety and the safety of our staff
We will bescanningIDs prior to entering into this liquor store.
Why are you scanningmy ID?
As you may had seen inrecent news, liquor stores areexperiencingan increaseinviolentcrime
withinstores. Over the past2 years, liquor thefts have increased by over 700% with the likelihood of
violence increasing as well. We've seen that 95% of violent incidents aredone by less than 1% of the

population,and we are committed to creatinga safe environment for our staff and clients.Restricting
access through ID verification device has been proven to dramatically reduceviolence.

What information areyou collecting?
Patronscan limits the collection ofinformation to only what we consider importantto verify age and
for lawenforcement investigations whena crimeis committed. Your information collectedis limited

to your name, age, gender and first three letters of your postal code.

How longis the information kept?
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[104]

[105]

[106]

[107]

[108]

[109]

[110]

Unless you're involvedin a crime, your information will be permanently deleted within 90 days.
In partnership with [EPS logo] [Patronscan logo]
[emphasisinoriginal]

Although the posteridentifies the personal information that will be collected —“name, age,
gender” and “firstthree letters of your postal code”, | have already said previously that the
Patronscan system infact scans all of the information encoded onthe driver’s licence barcode,
and notjust name, age, gender and partial postal code. Further, | previously found t hat
collectingallinformation fromthe driver’s licence, and using, disclosing and retaining gender
and partial postal code represents acollection, use and disclosure beyond what it reasonable for
Alcanna’s purposes.

The posteralso says Alcanna’s purposes for collectinginformation are “...to verify age and for
law enforcementinvestigations whenacrime iscommitted”. The posteris not clear what
informationis collected for which purpose. I also note that, if Alcannawas using the Patronscan
functionalitythat would allow the system to flagindividuals who are involved in a prior incident
theft, robbery orviolence, this additional purpose, asidentified by Alcannainits submissions for
thisinvestigation, is not mentioned on the poster.

Section 13(1)(b) of PIPA also requires that an organization notify individuals “of the name or
position name ortitle of a personwhois able to answeron behalf of the organization the
individual’s questions about the collection”. The poster does notincludethisinformation. It may
be that the intent of this provision of PIPA was met by employing “asecurity guard that was
trained to monitorscanneruse and direct people to resources forany privacy related inquiries”.
However, Alcannasaid that this was only “For the first week of Projectimplementation”.

In additiontothe privacy poster, | found another privacy notice placed on the till at the store |
visited (AppendixC). This notice issmallerinsize than the poster, but provides essentially the
same information. A notable difference, however, isthatitincludes the followinginformation
nearthe bottom:

Where can| get more information?
Go to patronscan.com/privacy to find out more.

| visited “patronscan.com/privacy” and found that the webpage informs individuals how they
may obtain more information regarding the collection of their personal information, but does
not provide the contactinformation of aperson, asrequired under PIPA.

| also note that thislinkisincludedin anotice at the till, inside the store. Presentinginformation
to individuals after their personal information has already been collected (i.e. in orderto enter
the store) falls short of the requirement under section 13(1) to notify individuals “Before orat
the time of collecting personal information”.

As with the privacy poster, the notice atthe till does notidentify the organization thatis
collecting personalinformation, although it does display the Patronscan logo. | believe an
individualviewing this notice could understand Patronscanto be the organization collecting
personal information forits own purposes, and not necessarilyAlcanna. At bestitisinaccurate;
at worst, misleading.
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[111] Giventheabove, Ifind that the notice posted by Alcannain stores does not comply with section
13(1) of PIPAiinthat it does notaccuratelyidentify the personal information thatis collected,
nor the purposes forthat collection. Italso does not provide the “name or position name ortitle

of a personwhoisable to answeron behalf of the organization the individual’s questions about
the collection”.

Finding

The notice posted by Alcannain stores does not comply with section 13(1) of PIPAin that it
does notaccuratelyidentify the personalinformation thatis collected, northe purposes for that
collection. Italso does not provide the “name or position name ortitle of a person whois able

to answeron behalf of the organization the individual’s questions about the collection”.

Recommendation

e | recommendthatAlcanna modify the notices postedinits stores to meet requirements under
section 13(1) of PIPA.
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Issue 4: Has Alcanna made reasonable security arrangements to protect Project
personal information, as required by section 34 of PIPA?

[112]

[113]

Section 34 of PIPA says:

An organization must protect personal informationthatis inits custody or under its control by
makingreasonablesecurity arrangements againstsuch risks as unauthorized access, collection, use,
disclosure, copying, modification, disposal or destruction.

The OIPC has consistently urged entities subject to Alberta’s privacy laws toimplement three
layers of safeguards: administrative, physical and technical (see OIPC Investigation Reports
P2006-1R-005, H2006-IR-002, H2007-IR-002, F2013-IR-01 and F2018-IR-03, for example). |
considered the safeguardsimplemented forthe Project with thisin mind.

Administrative Safeguards

[114]

[115]

[116]

[117]

[118]

[119]

Administrative safeguards typically include components such as contractual provisions, policies
and procedures, and privacy training.

As previously described, Alcannasays that “The nature of the business relationship between
Servall and Alcanna, isthat Servall isa vendorand Alcannais theircustomer. From a data
governance perspective, Servall is the data custodian for the data collected by Alcanna using
Patronscan. Alcanna understands thatin accordance with subsection 5(2) of ...[PIPA] that
AlcannaisresponsibleforServall’s compliance with the PIPA.”

Alcannaprovided me with the contracts between Servall and Alcanna concerning the Project. In
addition, Servall provided me with a copy of a sample contract.

| reviewed these documents. They generally constitute an agreement forthe “Customer”
(Alcanna) to purchase equipment and a software license from Servall. Some notable sections
include “Article 5- DOCUMENTATION AND TRAINING”, which says that “Patronscan will provide
the Customerwith [user] Documentation” and “the Customer will have unlimited access to
Patronscan’stutorial videos and articles”. Further, “Patronscan will provide the Customer with
live usertraining forthe Equipmentand Software”.

Article 7 addresses “SECURITY AND PRIVACY”. Section 7.1 describes “Patronscan’s Security
Measures”, and outlines Patronscan’s commitment to encryption standards, secure data
centres, and ability to remotely and permanently disableaccessinthe eventequipmentislost
or stolen. This section also says:

e “Personallyidentifiable data will be permanently removed from Patronscan’s servers according
to Applicablelaw”

e  “Aggregated non-personallyidentifiabledata will persistindefinitely on Patronscan’sservers and
may be used for business intelligencereports, industry reports and any other promotional

applications developed by Patronscan”.

Section 7.2 describes the “Customer’s Privacy Obligations” as follows:
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[120]

1. The Customer agrees to, and agrees to abide by, Patronscan’s privacy policy regardingthe
collectionand useof personal information, as such policy may be amended, modified,
supplemented or restated from time to time.

2. The Customer shall haveavailable, or be ableto make available, upon request by any patron,
police officer, privacy complianceteam or liquor control inspector the following documents:
Patronscan Privacy Policy and Patronscan Disclosure Request. A current Privacy Policy and
Patronscan Disclosure Request form are availableat

3. The Customer shall display a public noticesign provided by Patronscan onor near any Equipment
usingthe Software that scans identification specifyingwhy personal informationis being
collected, how long itwill beretained, and the contact information for Patronscan’s privacy
officer.

4. Customer agrees to use the Equipment to scananydriver’s licenseoridentificationcardissued
by the Department of Motor Vehicles,and to use the PatronScan [sic] service, solely for the
following purposes:

(A) To verify age or the authenticity of the driver’s licenseor identification card.

(B) To comply with a legal requirement to record, retain, or transmitthat information.

(C) To collector disclose personal information thatis required for reporting, investigating, or
preventing fraud, abuse, or material misrepresentation.

Section 7.3 of the contract addresses the “Use of Personal Information”. The eight clauses in this
section variously address:

e Theuserswho will have access to personally identifiable information (administrators) and
those who do not (scan-only users)

e Scan-onlyuserswill be able toviewincidentinformationifitis stored on Customer
Equipment

e Customersshall designate Administrators who will be able toview, create and editincident
information

o The Customerwill abide by “Applicable Law regarding the collection and disclosure of
personal information”

e The Customeragreesthatall users with administrative access shall behave inaresponsible
and ethical mannerwhen accessing personal information

e Where a patron disputes aban, Patronscan will referthe matterto the Customerwho
agreesto review the banandrespondtothe patronina timely manner

e Where a patron “completes, signs and submits aformal ban investigation form to
Patronscan”, Patronscan will referthe matterto the Customer. The Customeragreesto
review the ban and respond to Patronscan withinfive (5) days. If Patronscan does not hear
from the Customerwithin five (5) days, Patronscan will considerthe ban can be removed.

e Patronscan “reservesthe rightto suspend orrestrict access to the Software forany userthat
createsfraudulent or misrepresentative information about a patron inthe Software”.
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[121]

[122]

[123]

[124]

[125]

[126]

[127]

In additionto reviewingthe contract, | asked Alcanna about policies and procedures and
training. Alcannasays that because it has implemented the Patronscan system as a pilot project,
it has not yetdeveloped policies and procedures governingitsimplementation and use. | note
that section 6(1) of PIPA requires organizations to develop and follow policies and practices to
meettheirobligations underthatact, and section 6(3) requires organizations to make written
information availableon requestaboutthese policies and practices.

Alcannaexplained thatittrained employees working atits storesinrelationtothe Project
systemandthat itsemployees are to assistindividualsin the following situations:

e ifanindividual has government-issued identification otherthanadriver’slicence thatthe
Patronscan system cannotscan (such as a passport),

e ifthereismorethan one personseekingtoenterastore at once, or

e ifanindividualisfacingdifficulties in gaining entry due to mobility issues, being denied entry
by the system (due to beinga minor), technical difficulties with the scanner, or otherwise.

Finally, Servall provided me with detailed information concerning the processitfollowsin
respondingtorequestsforinformation from law enforcementagencies, which process does not
involve Alcanna.

Overall, my review of the administrative safeguardsin place for the Project highlighted a
number of gaps.

First, despite the fact Alcanna states thatit understandsitis responsible for Servall’s compliance
with PIPAwith respectto personal information collected, used and disclosed on Alcanna’s
behalf, there is nothingin the contract that reflects this relationship or accountability. Instead,
the contract binds Alcannato abide by Patronscan’s Privacy Policy and disclosure process, and
to post Patronscan’s notice of collection. The purposes for which the Customer (Alcanna) can
scan identification are also set outin the contract and include “To collect or disclose personal
information thatis required for reporting, investigating, or preventing fraud, abuse, or material
misrepresentation”, which does not align with the purposes for which Alcannasaid it collects
personal information during the course of this investigation, northe purposes described onthe
privacy notice.

The “Use of Personal Information” section of the contract does not describe the purposes for
which Servall may access and use personal information collected, used and disclosed on
Alcanna’s behalf, and does not prohibit Servall from making any other use of the information.®
As noted above, the contract does say “Aggregated non-personally identifiable data will persist
indefinitely on Patronscan’s servers and may be used for businessintelligence reports, industry
reports and any other promotional applications developed by Patronscan”. Itis not clearto me
how the parties define “non-personally identifiable data”.

The contract does notinclude abreach response process (in the eventabreach occurs involving
personal information for which Alcannais accountable), nordoesitdescribe aprocess by which

16 Although “Article9 - CONFIDENTIALITY” does saythat the “Customer [Alcanna]shallnot discloseany business,
technical or financial information of Patronscan”
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Alcannawill be able to respond to requests for access to information, which may wellrequire
the involvement of Servalland aneed to adhere to legislated timelines. It may be that Servall
handlesthese requests on Alcanna’s behalf, but thisis notclearin the contract.

[128] In additiontothese concernswithrespecttothe contract between Alcannaand Servall, | note
that Alcannasaid that it does not have any policiesand proceduresin place respecting
collecting, usingand disclosing personal information for the Project.

[129] Finally, with respectto Servall’s process forrespondingto requests forinformation made by law
enforcement, | note againthat Alcannasaid that itis notinvolved atallin the process, since
Servall handles these requests entirely onits own?’. Specifically, Alcanna said:

Servall will behind the scenes, without Alcanna’s involvement, manage the law enforcement
requests. Law enforcement may request the scan historyin the fol lowingcircumstances:
(i) The public body or law enforcement agency has identified its lawful authority to obtain the
information.
(ii) The public body or law enforcement agency has indicated that the disclosureis requested for
the purpose of enforcingany law of Canada, a provinceor a foreign jurisdiction, carryingoutan
investigation relatingto the enforcement of anysuch law or gatheringintelligencefor the
purpose of enforcingany such law.
(iii) The public body or law enforcement agency has provided aninvestigation number or any
other uniquelyidentifiable number that can be traced backto the purpose of the disclosure
request.

[130] | previously found that Alcanna haslegal authority underPIPA to disclose certain personal
information to law enforcementagencies for specific purposes. However, | did not see anything
inthe contract between Alcannaand Servall specifically authorizing Servall to disclose personal
information to law enforcement agencies on Alcanna’s behalf (i.e. Servall'srole in thisregardis
not described inthe contract).

[131] Overall,itis myview that Alcanna has not implemented reasonable administrative safeguardsto
protect personal information collected, used and disclosed as part of the Project.

Physical Safeguards

[132] Alcannamade a numberof submissions with respectto the physical security of personal
information collected, used and disclosed in connection with the Project.

[133] To beginwith, Alcannaconfirmed thatit“...isnotusinga service provideroutside of Canadato
store personal information.... All the personal informationis stored in Alberta”.

[134] Further, “No personal information is stored on any of Alcanna’s servers”. Infact:

Alcanna currently does not have access to or the ability to view any of the personal information that
is collected by the Patronscan product. The onlyinformation that an Alcanna store employee sees, is

17 Appendix D shows the Patronscan formServall requires law enforcement officers to fill out.
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[135]

[136]

[137]

[138]

[139]

[140]

a coloured lightthat indicates someoneis attempting to enter the store may be underage or flagged
for a Public Safety Incident.

Instead:

Patronscan’s ID scanner collected the personal information fromthe ID. No personal informationis
stored on the terminal persistently. Every Patron Entry Record is queued ina non-

persistent/encrypted and reserved memory spaceto be transmitted to Patronscan’s securecentral
server in Calgary.Oncetransferis complete the record is permanently deleted front he ID scanner.

Alcannaalsosays:

Patronscanis a cloud-based solutionand all personaldatais stored on Servall’s central servers.
Servall uses Rogers Data Centers. Servall rents a server rack from Rogers and supply their own servers
that they configure, control and maintain. The location of all Servall’sservers arein Calgary, AB.
Physicalaccesstodata centre facilities, backup media and other components is control led using Dual-
Two-stage authentication process and proximity cards and access listings. Individuals without proper
credentials arerestricted from accessingthe offices and data center facilities unlessaccompanied by
anauthorized representative of Patronscan.

Alcannaalso provided adetailed description of physical security measures implemented at the
data centerto control access.

| confirmedthat the Patronscan system hardware in Alcanna’s stores is physically out of sight
and out of reach of employees and customers. This setup addresses the risk that someone could
physically tamperwith the computerunit.

With respectto accessinginformation stored at the data centre, Servall told me thatits
“Technical staff may need to deal with software issues, databaseissues, hardware issues, usage
issuesorany othertechnical concernthatrequiresthe staff memberto access the database, or
the information contained within it”; however, Servall noted that this “...accessislimited toa
selectfew Servall staff, that have gone through privacy training, signed a confidentiality
agreementand have theirown login credentials that are logged when accessing the server
and/ordatabase”.

In myview, Alcanna has, through its service provider (Servall), implemented reasonable physical
safeguards to protect personal information collected, used and disclosed as part of the Project.

Technical Safeguards

[141]

Given the setup of the Patronscan system, Alcannalargely relies on Servalltoimplement and
maintain technical safeguards to protect the Project personal information. Alcanna says:

Inaddition to the above physical securities, Patronscan also contains the following security practices:

e Under normal operation, Patronscan does not store any data locallyonthe ID Scanner, all datais
sent directly to the cloud storage. Under non-normal operations such as when the Scanneris
offline, Patronscan stores data locally on the scanner until network connectionis re-established
inanon-persistent format. This datais encrypted using AES 256-bitencryption and stored on an
encrypted non-persistent and reserved memory space, thus double encrypting the data.
Patronscan uses encrypted channels for communication between the ID scanner and central
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[142]

[143]

[144]

[145]

server which uses TLS 1.2 as the default protocol.Patronscan encrypts the data atrestinthe
central server. Patronscan uses Microsoft SQLServer 2016 as the databasefor storingthe data
on the central server and leverages the encryption capabilities of this industry standard
database. All personal datais encrypted at rest.

e EachIDscanningterminal has a remote wipe and disablefeature builtin. Establishments are
required to notify Servall ifa terminal is lostor stolen,and then the systemis set to be wiped and
disabledifthe software attempts to access thesecure central server.

e No datais heldinanyexportable format.
e No Patron Entry Record data can be modified or altered. All records areread only.

e Alllevels of access are password protected, including the ID scanningterminal itself. Every user
has a unique accountwith a unique username/password.

e User accounts areautomaticallylockedifanincorrectpasswordisentered over 10times in
succession.

Project personal informationis protected with the use of industry standard data encryptionfor
the length of time the informationis stored on the computer, whileittransits to the serverand
for the length of time itremains onthat server.

The systemincludes mechanisms to ensure the datait stores cannotbe altered, as well as the
ability toremotely wipeacomputerifitis reported as missing orstolen.

Servall also explained to me thatits systems are programmed to make backups of databases
once a day and that newer backups overwrite older backups once the datain a given backup has
reached its maximumretention period.

| am satisfied that Alcanna, through its service provider, Servall, hasimplemented reasonable
technical safeguards to protect personal information collected, used and disclosed as part of the
Project.

Findings

Alcanna has notimplemented reasonable administrative safeguards to protect personal
information collected, used and disclosed as part of the Project, as required by section 34 of
PIPA.

Alcannahas implemented reasonable physical and technical safeguards to protect personal

information collected, used and disclosed as part of the Project, as required by section 34 of
PIPA.

Recommendations

| recommend that Alcanna develop and implement policies and procedures forthe Project
systemifitcontinues usingit, orbefore itimplementsitinadditional stores.
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e |recommendthatAlcannarevise its contract with Servall to address the gaps highlighted in this

report, including accountabilityfor personal information collected, used and disclosed as part of
the Project, and to clarify the roles of the parties.
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Issue 5: Does Alcanna comply with section 35 of PIPA for any personal
information it retains in relation with the Project?

[146]

[147]

[148]

[149]

[150]

PIPA requires that organizations retain personalinformation onlyaslongas reasonably required
to meetlegal orbusiness purposes. Section 35(1) says:

An organization may retain personal information only for as long as the organization reasonably
requires the personal information for legal or business purposes.

With respectto the retention of personal information collected as part of the Project, Alcanna
said:

Unless a patron is flagged, personal information collected by Patronscanis deleted after 90 days. This
period allows crimevictims a reasonabletime to report a crime and for law enforcement and other
regulatoryinvestigators to review records inincidences. [sic]

When | visited one of Alcanna’s stores as part of my investigation, | asked the employees
presentatthat time —the Organization’s Vice-President of Loss Prevention, legal counsel and a
store employee —how longit typically took to detectinstances of theft. | was told that detection
was usually “immediate”, since anincreasing number of thieves operated overtly, sometimesin
groups or taking the time toload theirvehicles with stolen liquor. The employees also indicated
that for any instance of theftthat went undetected atthe time, it would be difficult to
determine the causes of inventory mismatches later, since these could be aresult of human
error, damaged products or indeed theft.

In May 2020, Alcanna provided additional information, sayingthatwhenitreportsa liquortheft
to alaw enforcement agency, it takes seven days on average, and may take up to ten days, for
the law enforcementagency toreceive Project personal information from the Patronscan
system.

In additiontothe above, | reviewed Servall’s Privacy Policy, which is accessible on the
Patronscan website'8, and which says the following about retention of data:

What data is stored and for how long?

Unless a patron is flagged, data is retained for a limited period of time before being permanently
deleted. This period allows crimevictims sufficienttime to report a crimeand for law enforcement to
review patron records to identify the alleged assailant(s). Itis common for victims to report crimes
several days to weeks later.

Datais permanently deleted after 90 days in most jurisdictions with the exception of:

- 30 daysinCalifornia(as of January 1st,2019%)

- 21 days inmost Canadian provinces (excluding Alberta and British Columbia)
- 24 hrs.inBritish Columbia

-30 daysinAustraliaand New Zealand

- 30 days inthe United Kingdom

18 Content from Patronscan Privacy Policy under heading “What data is stored and for how long?” Retrieved from

onMarch5, 2020.
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The only data thatis saved beyond the above time frames is specific to patrons thatare on the flag
list.

[151] Overall,itappearstome that Alcannahas deferred to Servall with respect to determining the
retention period applicable to personal information collected through the Patronscan systemin
its stores. | also note that Servall’s retention periods for personalinformation stored in its
systems vary greatly across provinces, from 24 hours in British Columbia, to 21 days in most
provincesand 90 daysin Alberta, whichisthe longest.

[152] As previously noted, Alcannareported thatitdoes notat this time use the Patronscan
functionalitythat would allow the system to flagindividuals who are involved in anincident. As
aresult, lassume the only retention period thatappliesisthe 90-day period toallow “...crime
victims a reasonable time toreportacrime and for law enforcement and otherregulatory
investigatorsto review recordsinincidences”.

[153] Alcanna’semployeestold me thattheft detection hasto occurimmediately, orelse Alcanna
cannot attribute liqguor missing fromits productinventory to theft. | understand this to mean
that personal information collected via the Patronscan system is only usefulwhen employees
are aware of a theft occurring and the time of the theft. Where store employees are notaware a
liguortheft has occurred, personal information collected via Patronscan wil | not be of any use,
and retaining the information for 90 days is not justified since the usefulness of the information
will notincrease overtime.

[154] Section 35 of PIPA prohibits organizations from retaining personal information longer than
reasonably required forlegal or business purposes. In my view, Alcannaonly needs to retain
personal information collected viathe Patronscan system longenough to allow for disclosureto
law enforcement. Alcanna’s employees advised that law enforcement agencies request and
receive information aboutindividualsinvolved in liquor theft within ten days of the theft
occurring.

[155] Asaresult, I findthat retaining personalinformation collected as part of the Project for 90 days
isnot reasonable and does not comply with the requirements of section 35 of PIPA.

Finding

e Alcanna’sretention of personal information collected as part of the Project for 90 days is not
reasonable and does not comply with section 35 of PIPA.

Recommendation
e |recommendthatAlcannaconsiderhow longit needstoretain personal information it collects

inthe Projecttoreasonably meetitslegal and business purposes and adjustits retention period
accordingly.
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Summary of Findings

Issue 1

[156]

The following seven findings were made on Alcanna collecting and using personalinformation
onlyforreasonable purposes, and only to the extent reasonablefor meetingthose purposes, as
required by sections 11, 16 and 19 of PIPA:

e Alcannaisa “licensee” anditsretail stores are “licensed premises” as defined inthe Gaming,
Liquor and Cannabis Act (GLCA).

e Section 69.2 of the GLCA authorizeslicensees to collect name and age before allowing
individuals to enterastore and to use and disclose thisinformationin orderto “[Identify]
patronswho are involvedinacriminal activity that needs to be investigated”. Thisisa
reasonable purpose in compliance with sections 11(1), 16(1) and 19(1) of PIPA.

e Alcanna’sinitial collection and use of all the personal information elements encoded ina
driver’slicence, andits retention, use and disclosure of gender and partial postal code
thereafter, isbeyondthe extent reasonableto meetits purpose of identifying individuals
involvedin criminal activity and contravenes sections 11(2), 16(2) and 19(2) of PIPA.

e The GLCA providesstatutory authority foralicensed premiseto collect name, age and
photographinorderto decide whetherto grantentryto an individual, in partbasedonan
individual’s pastinvolvementin criminal activity. Thisis areasonable purpose in compliance
with sections 11(1) and 16(1) of PIPA. However, it does not appearthat Alcannais collecting
and using personal information for this purpose, given the way the Patronscan systemis
configuredin Alcanna’s stores.

e Alcanna’scollection and use of all the information encoded in adriver’slicence barcode, and
retention and use of genderand partial postal code, for the purpose of identifying patrons
who have beeninvolvedinapriorincident of theft, robbery orviolence, isbeyond the
extentreasonableto meetits purpose andis a contravention of sections 11(2) and 16(2) of
PIPA.

e Alcanna’s purpose of collecting and using proof of age in orderto verify the age of a patron
who appearsto be a minorisreasonable, asrequired by sections 11(1) and 16(1) of PIPA.

e Itisnotreasonable for Alcannato collectand use personal information for this purpose
beyondthat which would be viewable on the face of a driver’s licence, norto retain any
information afteradecision hasbeen made tograntor deny entry toits premises. Tothe
extent the Patronscan system collects, uses and retains more than thisinformation for this
purpose (forexample, when the system collects and retains name, age, gender, and partial
postal code), Alcannaisin contravention of sections 11(2) and 16(2) of PIPA.
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Issue 2

[157] The following five findings were made on Alcanna obtaining consent forthe collection, use and
disclosure of personal information, orwhether the collection, use and disclosure is otherwise
authorized:

Issue 3

Section 69.2 of the GLCA authorizeslicensed premises, including Alcanna, to collect, use and
disclose name and age in order to identify aperson who may be involvedin acriminal
activity thatneedsto be investigated, and to decide whether ornot to allow entry based on
past conduct. This section also authorizes alicenseeto disclose name and age to other
licensed premises so that they can decide whetherto allow a person entry based on past
conduct, and requires a licensee to disclose this same information to a police officeron
request.

Section 74 of the GLCA requiresalicensee, such as Alcanna, to demand proof of age from
any person who appearsto be a minor, before grantingthem entry to licensed premises
(suchas a liquorstore).

Given that Alcanna has statutory authority pursuant to sections 69.2 and 74 of the GLCA to
collect, use and disclose name and age as described above, the collection, use and
disclosure of thisinformation without consentis authorized by sections 14(b)(i), 17(b)(i) and
20(b)(i) of PIPA. Section 20(f) of PIPA also authorizes Alcanna to disclose personal
information tolaw enforcement without consent, in orderto assistin an investigation
relatedto liquortheft.

Alcannadoes not, however, have statutory authority to collect, use ordisclose personal
information beyond name and age forthese purposes, and cannotrely on consentto
authorize the collection, use and disclosure of personal information for unreasonable
purposesorto an extentthatis not reasonable for meetingits purposes.

Section 20(f) of PIPA cannot authorize Alcannato disclose personal information to law
enforcement where Alcannais not authorized to collect and use thatinformation in the first
instance.

[158] The followingfinding was made on Alcanna notifying individuals about its collection of personal
information, asrequired by section 13 of PIPA:

Issue 4

The notice posted by Alcannain stores does not comply with section 13(1) of PIPAinthat it
doesnotaccuratelyidentify the personalinformation thatis collected, northe purposesfor
that collection. Italso does not provide the “name or position name ortitle of a personwho
isable to answeron behalf of the organization the individual’s questions about the
collection”.

[159] The followingtwo findings were made on Alcanna making reasonable security arrangements to
protect Project personal information, as required by section 34 of PIPA:
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Issue 5

Alcannahas notimplemented reasonable administrative safeguards to protect personal
information collected, used and disclosed as part of the Project, as required by section 34 of
PIPA.

Alcannahas implemented reasonable physical and technical safeguards to protect personal
information collected, used and disclosed as part of the Project, as required by section 34 of
PIPA.

[160] The followingfindingwas made on Alcanna’s compliance with section 35of PIPA forany
personal informationitretainsinrelation with the Project?

Alcanna’s retention of personal information collected as part of the Project for 90 days is
not reasonable and does not comply with section 35 of PIPA.

Summary of Recommendations

[161] Thefollowingfive recommendations were made:

| recommend Alcanna cease collecting personal information beyond those information
elements specifiedinthe GLCA.

| recommend that Alcanna modify the notices postedinits stores to meetrequirements
undersection 13(1) of PIPA.

| recommend that Alcannadevelop and implement policies and procedures forthe Project
systemifitcontinuesusingit, orbefore itimplementsitinadditional stores.

| recommend that Alcannarevise its contract with Servall to address the gaps highlighted in
thisreport, including accountability for personal information collected, used and disclosed
as part of the Project, and to clarify the roles of the parties.

| recommend that Alcanna considerhow longit needstoretain personal informationit
collectsinthe Projecttoreasonably meetitslegal and business purposes, and adjustits
retention period accordingly.

[162] InJune 2021, Alcannaindicated thatinrelationtorecommendation one, “Servall made the
decisionin February 2021 to collectonly the name and age from an ID”. Inaddition, Alcanna has
agreed to recommendations two through five.

[163] IthankAlcannaand Servall fortheir continued cooperation during this investigation, aswell as
the AGLC for theirassistance.

Chris Stinner
Manager, Special Projects and Investigations
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Appendix A: Scanning Instructions Poster
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Appendix B: Privacy Notice - Poster
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Appendix C: Privacy Notice - Countertop

Your Privacy is as important to us
as your safety.

Why are you scanning my ID?

A§ you may have seen in recent news, liquor stores are experiencing an increase in violent
crime within stores. Over the past 2 years, liquor thefts have increased by over 700%
with the likelihood of violence increasing as well, We've seen that 95% of violent incidents
are done by less than 1% of the population, and we are committed to creating a safe

environment for our staff and clients. Restricting access though ID verification device has

been proven to dramatically reduce violence.

What information are you collecting?
Patronscan limits the collection of information to only what we consider
verify age and for law enforcement investigations when a crime is committed: Your
information collected is limited to your name, age, gender and first three letters of

important to

your postal code.

How long is the information kept? =
Unless you're involved in a crime, your information will be permanently deleted within 90 days.

H ion?
Where can | get more informat A&=8 Patronscan
= —4

Go to patronscan.com/privacy to find out more




Appendix D: Patronscan’s Law Enforcement Agency Information
Request Form

Y a 4
) _ Yy W |
Formal Information Extraction Request e
Complete and e-mail to support@patronscan.com or fax 1{877)778-9798 PCItrOI.‘SCO n
Requesting Officer
Date: Click or tap to enter a date.
First Name: Click or tap here to enter text. Last Name: Click or tap here to enter text.
Designation: Click or tap here to enter text. Police, Liquor or Agency: Click or tap here to enter text.
City: Click or tap here to enter text. Email: Click or tap here to enter text.
Primary Phone: Click or tap here to enter text. Secondary Phone: Click or tap here to enter text.

Signature:

** Please choose [1 Venue History OR [1 Patron History **

Venue History Request

Venue: Click or tap here to enter text.

Date Time
From: Click or tap to enter a date. Click or tap here to enter text.
To: Click or tap to enter a date. Click or tap here to enter text.

Patron History Request

First Name: Click or tap here to enter text. Last Name: Click or tap here to enter text.
Sex: Click or tap here to enter text. Date of Birth: Click or tap to enter a date.
Case
Nature of Incident: Click or tap here to enter text. File Number: Click or tap here to enter text.

Additional Notes: Click or tap here to enter text.

This information is required to assist in @ law enforcement investigation, to enforce or administer and/or to protect
the health and safety of Canadians.
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